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Cyber threats are growing;
safeguards are needed to
protect everyone today,

as well as future generations

Steven Wong

For The Straits Times

Singapore has recently achieved
yet another top global ranking, this
time for topping the United Nations
International Telecommunication
Union Global Cybersecurity Index.
However, that does not mean
Singapore canrestonits laurelsas
nothingin cyberspaceis ever fully
secured.

Therefore, it seems only sensible
that the Republicis introducinga
holistic Cyber Security Bill that seeks
toimprove cyber resilience ina
landscape where cyber threatsare
dynamic and ever growing. The war
incyber spaceisrealand taking
place every day. Everyone is part of
that war, whether they like it or not.

In the past, cyberattacks were
mainly carried out by amateurs
for kicks, or small-time criminals

the adversary can be anything from
alarge syndicate toa
state-sponsored organisation.

Everyone can be implicated directly :
¢ Billis the requirement for

: organisations to disclose

: information so as to mitigate

. againsttherisk of cyber threats. Let
: meusean analogy to explain why

: such disclosure matters.

oras collateral victims. An example
ofthatis therecent WannaCry
ransomware outbreak, where the
victim was any computing system
thathadnot beenpatched.

To fight this war, Singapore
needs a coordinated effort to build
astrong defence. Thusitis logical
that a single entity, the Cyber
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: Security Agency, be appointed and
: granted appropriate powersand

: responsibilities to coordinate cyber
¢ security nationally. That willno

: doubt make Singapore more

: responsive andresilient to cyber

: attacks, thus helping it maintain its
: reputation asa cyber-safe city for

: business and investments.

As mentioned earlier, anything

¢ that is connected to cyberspace

¢ can be a target of cyberattacks.

: Given thatresources are finite, it is

¢ impossible toprotect everything

: completely. Priorities thus need to

¢ beestablished. The Billidentifies 11

¢ sectors with Critical Information

: Infrastructure (CII) essential to

: Singapore’soperations and survival.
¢ These include information

¢ infrastructure across key sectors

: suchasutilities, finance, health and
: government. The Bill states the

: responsibilities of owners of CIl and
: penalties for those who blatantly

¢ ignore those responsibilities.

Asmany of these CIl are under

. the purview of different

: government ministries, statutory
: boards and organisations, it does

: appear that the public sectoris

: keepingitselfin check, ensuring

: that cyber securityis taken

: seriously withinits operations.

: From the viewpoint of a common
looking to make a quickbuck. Today, :
: ensures ClI are better secured and
. disruptions to residents’

¢ daily lives kept to aminimum.

citizen, I think that is good as it

One of the key provisions of the

Let’s say aburglar whois active

: inaneighbourhood manages to
: forge amasterkey that canopen a
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: particularbrand oflocks. If all

¢ victims in the neighbourhood keep
. silentabout their properties

: having been broken into, more

: homesin the neighbourhood will

. become victims as there will be no
: general awareness of imminent

: danger. On the otherhand, if the

: victims share information about

. their situation, not only will

: everyone be more vigilant, but it

¢ alsobecomes possible for the root

. vulnerability to be identified

. earlier. Thus, by simply changing

. the brand of locks, the burglar is

: rendered ineffective and the

: neighbourhood is once again safe.

Likewise in cyber security,

: informationis keyin determining

: thevulnerabilities and mitigating

: therisk. However, due to different

: considerations such as reputation

: riskand businessimpact, some

: companies and organisations may

: notbe forthcoming insharing

¢ information. A companywhose

: systemhasbeen breached may not

: want toshare data that can helpits

: competitor avoid similar breaches.

: Thementality of “let’s fall together

: tolevel the playing field” resultsina
: vicious circle that can only cause all
: onthefield to fall progressively silo
: bysilo, instead of the players rising

: together to meet the challenge of

. evolving cyber threats.

Inessence, the Bill seeks to break

: thisvicious circle by ensuring that

: informationis disclosed when

: required so that appropriate

: investigations can be carried out in
: theeventofabreach. That will,

: hopefully, preventother

: organisations from having their

: systemsbreached in similar ways.

SETTING PROFESSIONAL
: STANDARDS

© AsPresident of the Association of

: Information Security Professionals
: (AISP) and anacademicatthe

: Singapore Institute of Technology,
: Ifind the part of the Bill on

: regulating cyber-security service

: providers and professionals closest
: tomyheart. Thatisalso the part

: with the most potential benefit if

: done correctly.

Regulating cyber security

: services may allow better

: traceability should anything

: untoward happen, and that, in turn,
: providesbetter assurance to the

: endusers.

Regulating the cyber-security

: industry allows the profession to be
: recognised formally, and for the

: formation of acommunity of

: practice to drive excellence in this

: field and celebrate achievements.

: Besides Singapore, countries such

: asBritain and the United States are
: embarking on cyber-security

: professionalisation. Thus, there

: willbe aneed for cyber-security

: professionalsand services tobe

: mutually recognised across borders
: —afar from simple feat.

A mutual understanding of

: terms and definitions, as well as

: theknowledge required in each

: discipline of cyber security, must

: first be established. That could be

: supported through a Body of

: Knowledge(BoK) which containsa
: complete set of concepts, terms,

: knowledge and activities that

: make up a professional domain.

: The BoKwill also be essential in

. assisting the institutes of higher ~ :
: learningin crafting cyber-security :
: curricula.

Singapore is fortunate to have

: already developed its own version
: of the BoKbackin2009.Itis being
: updated by AISP and was the first

. ofits kind in the region. Singapore
: shouldleverage onits BoK to

: foster greater collaboration with

: overseas counterparts. That will

: provide a platform for mutual

¢ recognition oflicensed

i cyber-security professionals and
¢ services across borders. The city

: state may well be poised tolead

. thiseffortin the region, which will
: help ourlocal professionals and

¢ service providers expand into the
: global cyber-security market.

Taken asa whole, the Cyber

¢ Security Billisaboldand innovative
: move but questionsremain as to

: howit will be operationalised, its

¢ impacton business costsand what
: needstobe donetoprevent

¢ over-regulation that could put

: people off joining the sector.

: Questions have alsobeen raised

: abouthow the Billseems tobe

¢ affectinga majority of the “good

: guys”instead ofjust penalising the
: “badguys”.

Aswith any pioneering piece of

. legislation, there will be kinks that
: needtobeironedout alongthe

: way. Implementation of the Bill

: willhave to take place in phases.

: There should be ample

: opportunities for both expertsin

: the field and members of the

: public to contribute their views

: and feedback along the way.

Iencourage members of the

: public to take an interest in this Bill
: andto take partin the ongoing

: public consultation as cyber

: security affects everyone. What we
: dotodaywill have an impact on

: future generations.
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. e Steven Wongis the President,

i Association of Information Security
: Professionals; and Deputy Cluster

¢ Directorand Programme Director,

: Singapore Institute of Technology.

Members of the
public are
encouraged to
take an interest
in the Cyber
Security Bill and
to take part in
the ongoing
public
consultation as
cyber security
affects
everyone, and
what is done
today will have
an impact on
future
generations.
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