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Zero Trust Cybersecurity for Industry Control Systems   

Industry Control System (ICS) environments often control critical infrastructure such as 
healthcare, power plants, water treatment facilities, transportation systems, etc. The traditional 
perimeter-based security approach for ICS assumes devices and network traffic on the inside 
networks are generally trusted. However, there are three basic threat vectors for the network 
settings.    

1) A user’s credentials may have been compromised and used in an attack to gain access to the 
inside network;    

2) A device may be compromised by installing a malware program. That compromised device 
can then attack other devices on the internal network;    

3) A vulnerability can be exploited by adversaries, and that can negatively impact on the internal 
network.   

Zero trust security strategy “Never trust, always verify” changes ICS security from traditional 
perimeter-based security approaches to a more dynamic and adaptive model based on 
continuous verification and least privilege access. Zero trust replaces implicit trust with explicit 
and continuous monitoring and verification based on the risk factors and the threat landscape, 
regardless of user location or used device. Zero trust reduces the attack surface and minimises 
the impact of breaches by enforcing strict access controls and segmentation, making it more 
difficult for attackers to move laterally within the network and access critical systems. Zero trust 
cybersecurity helps protect ICS systems from cyber threats by ensuring that only authorised 
users and devices can access and manipulate them.   

Industrial Doctorate students in SIT will conduct applied and impactful research with industry, 
e.g., A Zero Trust Healthcare Monitoring and Securing Framework to be adopted by hospitals to 
secure remote monitoring and systems management of healthcare devices, systems and 
network.   
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